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legally defensible, written litigation hold and are based on the "Seven Steps for
Legal Holds of ESI and Other Documents" (ARMA International 2009). The seven
steps for legal holds are designed to help organizations tackle the seemingly
daunting task of implementing written litigation holds. Although this series was
conceived months ago, written litigation holds are now more important than ever in
light of U.S. District Court Judge Shira Scheindlin's Opinion and Order in The
Pension Committee v. Banc of America, Case No. 05-cv-9016 (SDNY Jan. 11,
Comstock Images, Getty 2010, as amended Jan. 15, 2010). Her introduction is a fitting opening to the series:
Images

" This series of articles provides an overview of the steps necessary to implement a

Order at www.LawCatalog.com

CLICK HERE!

In an era where vast amounts of electronic information is available for

review, discovery in certain cases has become increasingly complex and
expensive. Courts cannot and do not expect that any party can meet a standard of perfection.
Nonetheless, the courts have a right to expect that litigants and counsel will take the necessary steps
to ensure that relevant records are preserved when litigation is reasonably anticipated, and that such
records are collected, reviewed, and produced to the opposing party. As discussed six years ago in 1. Confusion Carries the Day in E-
the Zubulake opinions, when this does not happen, the integrity of the judicial process is harmed and
the courts are required to fashion a remedy.

Discovery

2. Social Networking Pitfalls for Judges,
Our focus is on helping organizations discharge their duty to preserve electronically stored information and other Attorneys
documents. Absent an effective litigation hold process, an organization will be unable to meet its duty to preserve

3. iHelp for Lawyers From CES and
ESI and other documents. As articulated by various courts (including The Pension Committee v. Banc of America)

Beyond
the failure to implement a written litigation hold is gross negligence. A finding of gross negligence at the onset of a
spoliation analysis is a surefire way to be sanctioned. The only question that follows is how much is the sanction. 4. Training Lawyers in Project
Management

A litigation hold is as an affirmative act by an organization to prevent the destruction of documents, including ESI

and paper relevant to a lawsuit. In our book "Seven Steps" we refer to preservation efforts as a legal hold given its 5. How to Keep Sensitive Data Blacked

application beyond litigation. The names are interchangeable. A written litigation hold is the written notice distributed Out

to the members of an organization that are custodians of relevant ES| and paper documents informing custodians

that a litigation hold is being implemented. The notice must clearly identify the reason for the litigation hold and

prohibit recipients from destroying relevant documents.

As we reported in "Seven Steps," the trend in the U.S. is toward a court mandated duty to distribute a written E-Discovery

litigation hold notice to key players and other members of an organization that may possess relevant ESI and other o ESI Culling: Trouble With Image Files
documents. This latest federal court discovery duty was confirmed in The Pension Committee v. Bank of America.

Simply distributing a written litigation hold notice throughout the organization via e-mail, however, does not prevent Office Gear

sanctions. There are tasks surrounding the written litigation hold that are examined by courts to determine if a e iHelp for Lawyers From CES and Beyond
litigation hold was properly implemented. Proper implementation of a litigation hold is essential to avoid sanctions.

Cases discussing litigation holds require more than merely distributing a notice. The definition of "more" is Networking & Storage

determined by courts on a case-by-case basis. The best way to understand "more" is to view it as a due diligence
requirement. In other words, did a party act reasonably to identify custodians, repositories, search for and preserve
ESI and other documents in response to actual litigation or a reasonable anticipation of litigation. Even the contents

e Open Source Routers Are Worth Considering
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of the written litigation hold notice may come under judicial scrutiny. Advertisement

Why are courts placing so much emphasis on this ministerial step in preservation of issuing a written litigation hold?
It appears that patience is running thin for lost ESI in federal court. More importantly, ignorance of litigation hold
requirements is no excuse. Also, the days of he-said-she-said litigation hold arguments are numbered. Courts want
to see a transparent and credible process by simply looking at a few documents (such as the written hold notice,
distribution list, follow-up interview reports or logs, as examples).

As articulated by Judge Scheindlin in Pension Committee v. Banc of America, courts definitely do not want to wade
through stacks of motions papers and days of hearings to determine if preservation efforts were sufficient to prevent
the destruction of ESI and other documents. As a result, it is imperative for an organization to have in place a
litigation hold policy and adequate procedures necessary to avoid going down the litigation "detour" of discovery
sanctions motions.

The goal, on the other hand, is not perfection but rather development of a systematic approach to implementing
litigation holds within your organization. Systematic, means repeatable and methodical. The idea is to build
credibility. The purpose is to demonstrate reasonable efforts conducted in good faith, to search for ESI containing
the truth and preserving it. While no system is foolproof, we developed the "Seven Steps" to help meet the litigation
hold duties enumerated in recent litigation hold cases.

Advertisement

The seven steps for preservation of ESI and other documents are:

Step one: Identify Trigger Events.

Step two: Analyze Preservation Duty -- Is a Legal Hold Required?
Step three: Define the Scope of the Legal Hold.

Step four: Implement the Legal Hold.

Step five: Enforce and Examine the Effectiveness of the Legal Hold.
Step six: Modify the Legal Hold (if Necessary).

Step seven: Monitor and Remove the Legal Hold.

Below, we will discuss step one: trigger events. Future articles will cover the additional steps in the process. The
series will culminate with an eighth and final article, discussing oversight and governance of an effective legal hold
business process.

STEP ONE: IDENTIFY TRIGGER EVENTS

A "trigger event" is an event that triggers an organization's duty to preserve ESI and other documents. Sometimes
the event that triggers the duty to preserve evidence is like a large neon sign flashing the words "we are going to
sue" such as a letter from an attorney threatening a lawsuit. The letter may be a clear trigger event if it threatens
litigation and demands preservation of all related documents. In other instances, there will be no notice or warning
of a lawsuit. Even if the lawsuit is "blind" an organization has a duty to implement a litigation hold once it is served
with the complaint.

Courts are in agreement that absent a trigger event, there is no duty to preserve documents. Sometimes the event is
much more subtle, but visible nonetheless. For example, a group of supervisors talking about a harassment event
may create the duty to preserve records. No lawsuit has been threatened or filed; no EEOC complaint has been
made. At least one court has held that such a management discussion is, in fact, a trigger event, after which the
organization had a duty to preserve related records, including e-mail: Doe v. Norwalk Community College, 248
F.R.D. 372 (D.Conn. 2007).

Most jurisdictions hold that a party has notice of anticipated litigation if a lawsuit is "reasonably foreseeable." For
example, in Blinzler v. Marriott International, Inc., the court held that an inference of spoliation (the legal term for the
destruction of relevant documents for the purpose of preventing an adversary from obtaining copies of the
documents) is proper only when the destroying party knows "of circumstances that are likely to give rise to future
litigation." Blinzler v. Marriott Intern., Inc., 81 F.3d 1148, 1159 (1st Cir. 1996).

In "Seven Steps," we analyze known trigger events, and include a listing of known trigger events along with trigger
event case summaries as an appendix. Some known trigger events are:

. Pre-litigation correspondence (aka preservation letter);

. Pre-litigation discussions, demands, and agreements;

. The creation of a list of potential opponents before filing a lawsuit;

. Notice provided to an insurance carrier;

. Claims filed with administrative agencies;

. Substantive conversations with supervisors and others about a potential lawsuit;
. Retention of counsel or experts;

. Imminent appearance of a lawsuit or other red flags;

. Partial settlement of claim;

. Letter requesting an explanation for non-hiring;

O © N O O WN =

-
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11. Circulation of internal "document hold" memoranda; and
12. Severity of injuries combined with the totality of circumstances.

Recognizing trigger events (known or unknown) is the first difficult step in a legal hold process. An organization must
develop a procedure for filtering facts that may equal trigger events to an individual or committee designated with
the authority to implement legal holds. There are a number of approaches to recognizing trigger events and each
organization will tackle this problem differently. In essence, an organization must develop some way to interpret
events as they unfold and make a determination, on a case-by-case basis whether litigation could be deemed by a
court as reasonably anticipated.

John Isaza, partner at Howett Isaza Law Group, and John Jablonski, partner at Goldberg Segalla, are authors of
"Seven Steps for Legal Holds of ESI and Other Documents” (ARMA International 2009).

::::RESOURCES::::

Legal Holds and Trigger Events blog by John Jablonski, and contributor John Isaza, is devoted to tracking cases,

articles, commentary and trends involving legal holds and trigger events.

"Legal Holds for 'Anticipated Litigation': New Case Developments to Determine Triggering Events & Scope
of Production," by John J. Isaza, Esq.

"Legal Holds & Spoliation: Identifying a Checklist of Considerations that Trigger the Duty to Preserve," by
John J. Isaza, Esq.

The book "7 Steps for Legal Holds of ESI and Other Documents" (ARMA International 2009) contains an
interview checklist for key players, as well as a checklist for IT considerations to help organizations enforce the
effectiveness of their litigation holds. It also contains key areas to search for ESI and sample legal hold procedures.
The book can be purchased from ARMA Internation for special price of $67.00 until March 15; regular price for non-
members is $100.00.

Print Share Email Reprints & Permissions Post a Comment
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This is the second article of a series aimed at helping organizations discharge * Book Review: '7 Steps for Legal Holds'

their duty to preserve ESI
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Once the first step in implementing an effective written litigation hold is taken and a
trigger event is identified, the organization needs to analyze the implications of the
event. If the event, in fact, triggered the company's need to preserve evidence then a
litigation hold must be issued.

The standard for when the duty to preserve evidence arises is not clearly delineated.
The standard used to determine when the duty arises is a "knew or should have
known" standard, as determined by a reasonably prudent person. Failure to plan
ahead can have adverse effects in court. Judges may not respond favorably to a
company losing or destroying a key piece of evidence in a case where a seriously
injured party would lose the opportunity to recover millions in actual damages.

photo: Eyewire

Following is a discussion of what is essentially a checklist of considerations in analyzing the duty to preserve.

APPOINT A COMMITTEE OR SOMEONE TO DETERMINE WHETHER A LITIGATION HOLD IS NEEDED 1. Confusion Carries the Day in E-

Each organization will be best equipped to select a person who will be responsible for determining whether a Discovery

litigation hold is necessary. The most logical choice for an individual or a committee is a person or persons familiar 2. Social Networking Pitfalls for Judges,
with the company's history of litigation or investigations as well as the legally recognized trigger events. If there is an Attorneys

in-house legal department, this is a good choice. In the case of smaller companies that do not have in-house
counsel, individuals familiar with the big picture of the organization and its operations such as a CFO, CIO or
compliance officer would be logical candidates.

3. iHelp for Lawyers From CES and
Beyond

4. Training Lawyers in Project
DO SOME FACT-FINDING TO MAKE THE DETERMINATION

Management

After the individual, committee or both are in place to determine the necessity of a litigation hold, the next matter at 5. How to Keep Sensitive Data Blacked
hand is to gather and process information. Out
Gathering Information
Communication is vital. Whether an organization is very small or a multinational conglomerate, those responsible for
the identification of trigger events must communicate the knowledge to the other partners, management or a .
superior able to put a legal hold in effect. Thus, it behooves the organization to implement procedures and policies E-Discovery
to ensure that all members of the organization can recognize a potential trigger event and appropriately share the e ESI Culling: Trouble With Image Files
information.

Office Gear

Information Processing
e iHelp for Lawyers From CES and Beyond

After all the members of the organization become aware of their responsibility to report all potential triggers,

someone within the organization will need to be in charge of processing that information and determining if any Networking & Storage
further analysis is warranted. If knowledge does not flow to the right people, then an organization could overlook
what may be considered clear signs of a need for a legal hold. At minimum, a designated person should monitor
situations and facts that may lead to litigation, and thus take the next necessary steps should the need for a litigation

e Open Source Routers Are Worth Considering
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hold arise.
Advertisement

There are three types of information processing: passive, active, and a combination process.

1. A passive process: Clear guidelines for reporting trigger events are developed and taught to the entire
organization. Every person knows that any triggering events must be promptly brought to the attention of a single
point person appointed by the management. When information comes to this point person, it is processed and a
determination is made as to whether further analysis is necessary.

2. Active process: To more actively process information, the point person or committee monitors potential trigger
events. The job of the point person may be devoted to monitoring trigger events and contending with litigation holds.
Conceptually the active process is an ongoing research process in which every possible triggering event within the
scope of the organization's functions is explored.

3. Combination process: implement education regarding the identification and reporting of trigger events. In addition,
management monitors and regularly searches for potential trigger events.

Organizational Analysis

No matter the process by which the information is gathered, it must be analyzed. This process is known as Advertisement

organizational analysis because in many organizations there may not be an in-house legal department. The Survey of Law Firm Economics

.
There may be a certain degree of overlap between information processing and organizational analysis. Some Compensatlcn Trend
organizations analyze information more formally by a pre-determined protocol, while other organizations rely on a A ’ . T ’
judgment call when determining the existence of aytriggering event. No matter the approach, each analysis should na ySls 00

be completed by a person well-versed in the recognition of trigger events. A statistical snapshot of the legal profession’s
financial/economic performance.

Legal Analysis Configure data in multiple ways:

. L ) L . - State by state
Legal analysis should apply to any potential trigger event that passes through the filter of organizational analysis. - By year attorney e
There are some well-known trigger events, like a lawsuit, that will require little legal analysis to indicate a litigation completed the Y"“
hold. However, most types of triggering events will require some guidance and analysis by a lawyer. At a bare _;'r‘;:'ﬂbc:';mmy ._\w_d— -
minimum, legal analysis should take place when a suspected trigger event lacks clear legal precedent either for or - And more....
against the preservation of records. This analysis is best conducted by a lawyer with experience in this field. The COVTOCE GRMICGUNTIRERN OITTCON ALMiT oence

= '70-56

lawyer will be able to explain why a legal hold is necessary or, conversely, come up with a well-reasoned legal
opinion that explains why a legal hold is unnecessary in a specific case. This legal opinion may help the organization
to avoid sanctions if an unexpected lawsuit eventually results.

If an organization is especially prone to litigation, a legal analysis of repeating fact patterns that lead to litigation may
be possible. When such events take place, an organization may be able to rely on the past advice of the attorney.
Thus, the organization may be able to issue litigation holds in standard cases without seeking legal assistance every
time.

It should go without saying that organizations would be wise to allocate the largest amount of resources to the
trigger events that could expose the organization to the largest risk of cost or sanctions.

WHAT TO DO IF PRESERVATION IS NOT REQUIRED

If preservation is not required, no further steps need be taken. In a "close-call" event it is important to take
documented steps to show that a legal analysis was conducted and that a conclusion was reached based on sound
legal reasoning. Past decisions that resulted in deeming that a hold would be unnecessary should be revisited from
time to time, as circumstances change over time and an organization may find new information that would

later make a hold necessary.

WHAT TO DO IF PRESERVATION IS REQUIRED

If a litigation hold is required, the organization has two choices. One is to issue the hold. The second is not to issue a
hold, although this failure may result in sanctions. Generally, organizations choose to issue the litigation hold, but the
cost and benefits of both courses of action should be weighed. After all analysis is done, if the organization issues a
litigation hold then it should take the next step and define the scope of the legal hold.

John Isaza, partner at Howett Isaza Law Group, and John Jablonski, partner at Goldberg Segalla, are authors of
"Seven Steps for Legal Holds of ESI and Other Documents” (ARMA International 2009).

::::RESOURCES::::
Step 1 for Legal Holds: Trigger Events.

Legal Holds and Trigger Events blog by John Jablonski, and contributor John Isaza, is devoted to tracking cases,
articles, commentary and trends involving legal holds and trigger events.

Book Review: '7 Steps for Legal Holds'
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This is the third installment in a series of articles aimed at helping
organizations implement an effective written litigation hold. This article e —
covers step 3: define the scope of the legal hold. RN —

The universe of documents and records to preserve by a litigation hold is
commonly referred to as the "scope" of a litigation hold. The scope of a
litigation hold should include documents and records, including ESI, that

are relevant to the facts and circumstances giving rise to the need for a The e-Book on e-Discovery

legal hold. In other words, the scope of a litigation hold is directly related Free: Get' a dOW'nIoadabIe _COpy of
to the trigger event. For example, in a commercial landlord-tenant dispute The PraCt'Ca| Gl-_”de to e-Discovery
the scope of a litigation hold may include the lease, written modification of www.fiosinc.com/eDiscovery

the lease, rent bills, correspondence related to the lease, and e-mails
about the lease. The scope of materials related to a trigger event is guided
by past litigation involving similar trigger events or court cases on point
with the trigger event that analyzed the scope of documents relevant to

the trigger event. The scope can also be guided by the specific Records "_"a“aqéme“t Guide _
preservation demands of a potential claimant, if the preservation demands Best Practices Guide for Measuring a
could be deemed reasonably related to the trigger event by a court. Records Management Program

www.obs-innovation.com
An organization has a duty to preserve documents and records that it
"knows, or reasonably should know, will likely be requested [by an
opponent] in reasonably foreseeable litigation." Mosaid v. Samsung, 348
F.Supp.2d 332, 333 (D.N.J. 2004). The duty to preserve evidence "does
not extend beyond evidence that is relevant and material to the claims at
issue in the litigation." Hynix Semiconductor Inc. v. Rambus Inc., 2006 WL 565893, *27 (N.D.Cal. Jan. 5, 2006).

http://www.law.com/jsp/PubArticle.jsp?id=1202444602884 Page 1 of 3



http://www.law.com/

http://www.law.com/newswire/

http://www.lawjobs.com/

http://www.clecenter.com/

http://www.lawcatalog.com/default.cfm?affil=236722

http://www.law.com/service/site_map.shtml

http://www.law.com/jsp/law/advertiseOpp.jsp?site=law

http://ad.doubleclick.net/click;h=v8/3966/0/0/%2a/a;220632441;0-0;18;44348050;3454-728/90;34750478/34768356/1;;~sscs=%3fhttp://www.lawcatalog.com/product_detail.cfm?affil=2110304&productID=12330

http://www.law.com/jsp/law/PubArticlePrinterFriendly.jsp?id=1202444602884

http://www.law.com/jsp/law/sendPubArticleEmail.jsp?content=a&id=1202444602884

http://www.law.com/jsp/PubArticle.jsp?id=1202444602884#

https://store.law.com/Registration/Default.aspx?promoCode=nw

https://store.law.com/Registration/Default.aspx?promoCode=lbw

http://www.law.com/service/newsletter.shtml

http://www.law.com/service/rss.shtml

http://www.law.com/jsp/article.jsp?id=1202444383053

http://www.law.com/jsp/article.jsp?id=1202444485889

http://googleads.g.doubleclick.net/aclk?sa=l&ai=BOHxVStqoS8v6GI7onAeytojJAYLAz6gB6PCKhQvGibbeBZCN5gEQARgBINXE_AEoAjgAULyt1P35_____wFgye7LiPijpBOgAaD28P4DsgELd3d3Lmxhdy5jb226AQozMDB4MjUwX2FzyAEB2gE2aHR0cDovL3d3dy5sYXcuY29tL2pzcC9QdWJBcnRpY2xlLmpzcD9pZD0xMjAyNDQ0NjAyODg0gAIBqAMByAMH6ANL9QMCBABE&num=1&sig=AGiWqtypDowtx4d9WQCtrV9E4yrXL-Q8HQ&client=ca-pub-3996529212819799&adurl=http://www.fiosinc.com/e-discovery-knowledge-center/electronic-discovery-book.aspx%3Fid%3D586%26cid%3DPPC-FRCP-ebook1

http://googleads.g.doubleclick.net/aclk?sa=l&ai=Bc7MoStqoS8v6GI7onAeytojJAefciqgBu6rUqA7AjbcBwIWQARACGAIg1cT8ASgCOABQ_--e_f______AWDJ7suI-KOkE6ABzbTC-AOyAQt3d3cubGF3LmNvbboBCjMwMHgyNTBfYXPIAQHaATZodHRwOi8vd3d3Lmxhdy5jb20vanNwL1B1YkFydGljbGUuanNwP2lkPTEyMDI0NDQ2MDI4ODSAAgGoAwHIAwfoA0v1AwIEAEQ&num=2&sig=AGiWqtysPW8OAIBKE4vAwPlX0DGwCWJ94Q&client=ca-pub-3996529212819799&adurl=http://www.obs-innovation.com/downloads/OBSacquisition-recordsMgmt-video111209.html%3F_kk%3Drecords%2520management%2520assessment%26_kt%3D3d1ecef5-293e-489f-9e14-7cbe6f8f7392



Law.com - Step 3 for Legal Holds: Define the Scope 3/23/10 10:12 AM

What is "relevant" is a legal term. A definition is contained in the Federal Rules of Evidence:

"Relevant evidence" means evidence having any tendency to make the existence of any fact that is of consequence to the

determination of the action more probable or less probable than it would be without the evidence. "Federal Rules of

Evidence," Rule 401.
The standard for discovery in civil litigation requires the parties to exchange information that is "reasonably calculated to lead to the
discovery of admissible evidence." In other words, the parties are to exchange relevant information. Guided by these legal principles
an organization implementing a litigation hold needs to determine what is relevant to the facts and circumstances that gave rise to
the legal duty to preserve evidence. This topic was recently examined in Goodman v. Praxair Services, 2009 U.S. Dist. LEXIS 58263
(Jul. 7, 2009).

"Relevant documents" include the following:

[Alny documents or tangible things (as defined by [Fed. R. Civ. P. 34(a)]) made by individuals "likely to have
discoverable information that the disclosing party may use to support its claims or defenses." The duty also includes
documents prepared for those individuals, to the extent those documents can be readily identified (e.g., from the "to"
field in e-mails). The duty also extends to information that is relevant to the claims or defenses of any party, or which is
"relevant to the subject matter involved in the action." Thus, the duty to preserve extends to those employees likely to
have relevant information -- the "key players" in the case.

Goodman, 2009 U.S. Dist. LEXIS 58263 (Jul. 7, 2009) quoting Zubulake v. UBS Warburg LLC, 220 F.R.D. 212, 217

(S.D.N.Y. 2004) ("Zubulake IV") (footnotes omitted).
What is relevant has its limits. One court has held that "[c]learly [there is no duty to] preserve every shred of paper, every e-mail
or electronic document, and every backup tape. Such a rule would cripple large corporations." Zubulake 1V, 220 F.R.D. at 217. While
it may be tempting to issue a litigation hold that asks members of the organization to simply preserve "relevant" information, this
approach is a mistake. In Samsung v. Rambus the court held that instructing employees to "look for things to keep" or not to
destroy "relevant documents" was insufficient for implementing a legal hold. The court stated "for a company merely to tell
employees to 'save relevant documents' [was the] sort of token effort [that] will hardly ever suffice." Samsung Electronics Co., Ltd.
v. Rambus, Inc., 439 F.Supp.2d 524, 565 (E.D.Va. 2006).

Accordingly, it is advisable to define the scope of a legal hold by identifying specific categories of documents and records, including
ESI, to be preserved by recipients of the written litigation hold notice.

Conceptually, thinking of the scope of a litigation hold as a road map for custodians may make the process of defining the scope
easier to understand. If you draw a broad map with a few big buckets, you may be preserving too much. If you draw a narrow map
with too few buckets, you may be preserving too little. Just where to draw a balance between too much and too little is a matter of
individual choice for each organization. So long as careful thought has gone into the organization's attempt to define the scope, an
organization has a good chance of demonstrating the reasonableness of its actions. The bottom line, however, is that based on a
legal analysis of the trigger event and relevant materials, custodians need to be told the types of materials that they are prohibited
from destroying.

Using legal acumen (from outside counsel or in-house counsel) an organization implementing a litigation hold needs to sketch the
answers to who, what, where, and when for a trigger event. Interviews with key players should include specific questions about
where ESI and other documents are stored, how they are created, how they are destroyed and whether others in the organization
have knowledge about the trigger event.

The IT department should also be consulted to gain an understanding of the storage locations and destruction policies associated
with relevant ESI, including the location and destruction policies associated with relevant backup tapes. Some organizations have
created data maps listing all potential storage locations to help define the scope of litigation holds. No matter how you arrive at a
list of relevant materials, the scope of a litigation hold is defined by using this sketch of sources of ESI and other documents.

The scope of the litigation hold will be communicated to custodians via a written litigation hold notice, so that they know exactly the
types of ESI and other documents being preserved. The next article of this series will discuss issuing a written litigation hold.

John Isaza, partner at Howett Isaza Law Group, and John Jablonski, partner at Goldberg Segalla, are authors of "Seven Steps for
Legal Holds of ESI and Other Documents" (ARMA International 2009).

::::RESOURCES::::

Step 1 for Legal Holds: Trigger Events

Step 2 for Legal Holds: Analyze the Trigger Event

Legal Holds and Trigger Events blog by John Jablonski, and contributor John Isaza, is devoted to tracking cases, articles,
commentary and trends involving legal holds and trigger events
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Book Review: '7 Steps for Legal Holds'

The book "7 Steps for Legal Holds of ESI and Other Documents" (ARMA International 2009) contains an interview checklist for key
players, as well as a checklist for IT considerations to help organizations enforce the effectiveness of their litigation holds. It also
contains key areas to search for ESI and sample legal hold procedures. The book can be purchased from ARMA Internation for
special price of $67.00 until March 15; regular price for non-members is $100.00.
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This is the fourth installment in a series of articles aimed at helping organizations GMC TR U c K MONTH .
- implement an effective written litigation hold. This article covers step four: MAKE EACH DAY COUNT.

implementing a legal hold.

Implementing a legal hold starts with the delivery of a litigation hold notice, which
initiates the preservation of ESI and other documents necessary for litigation or
investigation. The organization may take an automated or a manual approach to the
implementation.

Matthieu Spohn, Getty In the manual approach, the hold notice gives custodians direct instructions for the
Images preservation methods and describes under what circumstances the preservation
should take place. The automated approach refers to changes made on information | ERR
systems that alter relevant settings to suspend deletion of information like e-mail messages. An automated
approach also can include automatically making copies of relevant documents before they are destroyed or deleted.
Although automation is helpful, no organization can ensure complete and accurate litigation hold preservation
without human oversight and some form of manual implementation of a litigation hold.

1. Confusion Carries the Day in E-
Discovery

MECHANICS OF THE LITIGATION HOLD NOTICE . . .
2. Social Networking Pitfalls for Judges,

If available, in-house counsel should issue any necessary litigation hold notices. If several lawyers are employed by Attorneys
the organization, then the best candidate is the attorney who oversees litigation. If there are no in-house counsel, 3
then outside counsel may oversee the process. In the absence of outside counsel, a group or individual with
authority should issue the notice. There are no specific requirements aside from a willingness to efficiently manage
the process and the authority to command respect and attention when the notice is distributed.

. iHelp for Lawyers From CES and
Beyond

4. Training Lawyers in Project
Management
The notice should be distributed to every person who could possibly possess relevant information. Courts have, with

. . . . . K . e 5. How to Keep Sensitive Data Blacked
increasing frequency, required the sender to request confirmation receipts for a notice of a litigation hold from

- Out
recipients.
Should the entire organization be informed about the litigation hold or just the people involved in the specific case?
In every case the hold notice should be sent to the legal, audit, compliance, and records management departments,
as well as impacted and relevant lines of business and relevant third-party vendors (especially IT-related services).
In addition, you should send the notice and obtain a confirmation receipt from the IT manager and his or her direct E-Discovery
supervisors, as well as information services for archive retrieval (if it's not the same as IT). Employees, vendors, and e ESI Culling: Trouble With Image Files
agents who may have, or acquire, information relating to the claim should also receive the hold notice.

Office Gear

A database must be kept to track all hold notice activities including who received the hold notices and the
confirmation of their receipt. The best candidates to maintain this database would come from the legal, compliance, o iHelp for Lawyers From CES and Beyond
or governance departments, or any group with similar authority and accountability.

Networking & Storage
If there is no formal database, a simple spreadsheet can be used, which should include the following information on

the hold notice: matter name, date issued, recipients, receipt confirmations, dates of follow-up interviews, dates of
notices sent that modified the original hold notices, date the hold is released, and the cost of the litigation hold and

e Open Source Routers Are Worth Considering
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preservation activities.

Advertisement

FORMAT FOR LITIGATION HOLD NOTICES

The litigation hold itself needs to be written. A written hold provides the strongest evidence that a litigation hold was

put in place by an organization. Once this notice is written, electronic communication is preferable to distribute it and Due Di'i ence in
collect the acknowledgements of its receipt by individuals. It is best to give hold notices both verbally and in writing g

o key pocple. Business Transacti

Generally, the hold notice should include the following information: name and contact information of the person by Gary M. Lawrence
implementing the hold; name and tracking number of the relevant matter; bold-faced warning of the importance of
the hold; reminder of the penalties for noncompliance; reason to issue the hold (e.g., court order, lawsuit); reason
the recipient is getting the notice; description of the scope of the hold or lawsuit in layman's terms; subject matter
covered by the hold; broad definition of types of data to be preserved; clear guidelines for the segregation and
preservation of retained records; dates of data to be preserved; notice that the legal hold supersedes any previous
retention policies; reminder that the hold refers to both past and present documents; clarification that the hold relates
to all media (paper, electronic, etc.); instructions for the recipient to notify the sender or a named individual with
relevant information; caution against any alteration of records; reference to relevant policy language; and a separate

document that outlines each custodian's personal responsibilities that includes the contact information of someone Advertisement

to receive any questions and comments.

On the whole, the notice must make it clear to all individuals that they must cease from deleting, destroying, and

overwriting any ESI that may be contained on computers, cell phones, PDAs, flash drives, etc. It should suspend all

IT activities that may clean out old data to make room for new data (commonly known as wiping). The complete guide to

Currently, litigation hold notices are protected by the attorney-client privilege in most jurisdictions, but be aware that
it may come under scrutiny in court.

the six types of state taxes
affecting businesses.

COORDINATING WITH THE IT DEPARTMENT

The IT department must be actively engaged in the implementation of litigation holds. The IT department has the
most knowledge pertinent to the creation, storage, and destruction of ESI. This is very important because there are
several differences between paper records and ESI. Some of the differences include the fact that it is impossible to
identify the what, where, and how of ESI without the help of IT. The volume and method of storage of electronic
data can be daunting. In addition, the routine operation of electronic devices and computers can include routine
deletion. Failure to suspend this clean-up process can result in improper destruction of evidence. These pitfalls are
best avoided by actively engaging the IT department.

It is the responsibility of the organization to determine all possible sources of data relevant to the litigation hold. The
sources are expanding as technology becomes more portable and personal. It is best to err on the side of including
too much data rather than too little.

John Isaza, partner at Howett Isaza Law Group, and John Jablonski, partner at Goldberg Segalla, are authors of
"Seven Steps for Legal Holds of ESI and Other Documents” (ARMA International 2009).

::::RESOURCES::::

Step 1 for Legal Holds: Trigger Events

Step 2 for Legal Holds: Analyze the Trigger Event
Step 3 for Legal Holds: Define the Scope.

Legal Holds and Trigger Events blog by John Jablonski, and contributor John Isaza, is devoted to tracking cases,
articles, commentary and trends involving legal holds and trigger events

Book Review: '7 Steps for Legal Holds'

The book "7 Steps for Legal Holds of ESI and Other Documents" (ARMA International 2009) contains an
interview checklist for key players, as well as a checklist for IT considerations to help organizations enforce the
effectiveness of their litigation holds. It also contains key areas to search for ESI and sample legal hold procedures.
The book can be purchased from ARMA Internation for special price of $67.00 until March 15; regular price for non-
members is $100.00.
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This is the fifth installment in a series of articles aimed at helping organizations
implement an effective written litigation hold. This article covers enforcing the legal
hold and examining its effectiveness in the organization.

We use the term "enforcement" for this step, because it more accurately describes
the follow-up necessary to discharge an organization's preservation duty. To be
clear, a duty of reasonableness has developed over the last few years requiring
organizations to take affirmative steps to prevent the destruction of relevant ESI and
other documents. A short list of affirmative steps can be gleaned by reviewing the
laundry list of shortcomings of the plaintiffs' preservation efforts in The Pension
Committee v. Banc of America, 2010 U.S. Dist. LEXIS 1839 (S.D.N.Y. Jan. 11, 2010, as amended Jan. 15, 2010).
Simply looking for the latest or greatest list of best practices for enforcing litigation holds misses the point. It is more
helpful to understand just why enforcement of litigation holds has developed as a duty in U.S. federal courts.

DUTY IN FEDERAL COURT 1. Confusion Carries the Day in E-

Discovery
It is incumbent upon litigants to understand that a litigation hold serves the purpose of facilitating discovery in

litigation. In today's complex business environment ESI can be easily lost, destroyed, or misplaced. Employees 2. Social Networking Pitfalls for Judges,

leave organizations and, as a matter of routine business practices, their hard drives are often wiped so the drives Attorneys
can be reused by the organization. Network drives may also be deleted when an employee leaves an organization. 3. iHelp for Lawyers From CES and
Often, due to the complexity of an organization's computer system, custodians do not have an adequate Beyond

understanding of just where in the organization their business documents are stored electronically. It is not too

difficult to imagine a judiciary overwhelmed by the sheer volume of information exchanged in litigation, given the 4. Training Lawyers in Project

complexity of computer systems and the very real business practices surrounding the destruction of ESI (such as e- Management

mail retention limits of 60 days). In response the judiciary has placed the burden of complex computer and storage 5. How to Keep Sensitive Data Blacked
systems squarely on the shoulders of litigants. It is not the court's job to interview the IT department and key players Out

to: a) figure out where all relevant information may be stored; and b) make sure people are taking steps to preserve

it.

The drafters of the 2006 amendments to the Federal Rules of Civil Procedure acknowledged the practical realities of

large complex computer systems and the difficulty organizations face when preserving ESI. The drafters created a E-Discovery

"safe harbor" exception from sanctions for organizations that took reasonable steps to preserve evidence, but

inadvertently destroyed ESI e ESI Culling: Trouble With Image Files

The commentary to the "safe harbor" amendment stresses the importance of "good faith" in the operation of an Office Gear
organization's information system and that preservation requires the affirmative step of turning off automatic deletion

e iHelp for Lawyers From CES and Beyond
features of a computer system:

Rule 37[e] [safe harbor] applies to information lost due to the routine operation of an information Networking & Storage

system only if the operation was in good faith. Good faith in the routine operation of an information ¢ Open Source Routers Are Worth Considering
system may involve a party's intervention to modify or suspend certain features of that routine

operation to prevent the loss of information, if that information is subject to a preservation obligation.
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If one takes the time to review a small handful of litigation hold cases, a common denominator is often the testimony verisemen

of one or more witnesses that never received the litigation hold notice, never took affirmative steps to preserve the
materials identified in the written litigation hold notice, or never developed a sufficient understanding of just where all
the ESI was located. As a result of carelessness, practical shortcomings in IT knowledge, or an "it's not my problem"
attitude toward preservation, some judges have come down very hard on organizations and their lawyers. In The
Pension Committee v. Banc of America, the court even chided one company for entrusting preservation and
collection to a low level employee who had no understanding of the company's computer system and never
collected ESI before.

In response to growing pessimism on the part of courts, it is important for litigants to take the steps necessary to
implement litigation holds in a timely manner with an eye toward how members of the organization will eventually
testify about the organization's preservation efforts. In these terms, it may be easier to understand the enforcement
requirements born in federal courts. Just think about how limited an opponent's ability to seek sanctions will be if
faced with the following testimony:

Question: Did you take any steps to prevent the destruction of ESI related to this case?

Advertisement
Answer: Yes.

Question: When did that take place?

Answer: Well, within a few days of the event, a few of us met with our lawyer and discussed whether
we anticipated this litigation. We answered in the affirmative. | was interviewed by counsel and we
discussed the people involved, the documents and e-mail related to the event and where things
related to the event are stored. We even talked about our retention schedule and what if any danger
for destruction existed due to some of our IT policies.

The next day | received a written litigation hold notice and was asked to acknowledge receipt, which |
did. A few days after that, | received a call from counsel and she described in detail the company's
duty to preserve evidence, asked me if | had deleted or destroyed anything -- and | told her no -- and
then asked if | know of any other people or electronic storage areas involved in this event. | did recall
two more key people.

Within a few days, | received an amended written litigation hold notice that included the names of the
additional people, and an expanded list of related documents. A few days later someone from data
security within our IT department stopped by and collected all the file folders and their contents stored
on my hard drive. We also found a few copies of files on my desktop that met the scope of the written
litigation hold and copies of those files were collected also.

While this scenario is fictional, it is an example of the end result that an organization is trying to achieve through
effective litigation hold procedures. By developing evidence of the good faith discharge of an organization's
preservation duty, it may be possible to reduce the risk of a sanctions motion. In other words, not only does a good
legal hold process protect an organization against sanctions, it may actually deter the threat of sanctions.

The second part of step 5 is to examine the effectiveness of the hold. Is everything mentioned by the custodians
being preserved? Are there other areas of follow-up needed? Is IT properly preserving ESI as requested? Do we
need to save backup tapes? If so, are we doing this? In a practical sense, an organization is comparing the current
scope of the hold against the list of key players, other custodians, and potential sources of ESI to make sure that the
written litigation hold adequately describes the preservation that needs to take place. If the written litigation hold is
lacking in one or more elements, then the effectiveness of the hold is falling short. If falling short, the litigation hold
needs to be modified to cover the newly defined scope of the litigation hold as determined during the enforcement
and examination step.

In our next article we will discuss how to modify a written litigation.

John Isaza, partner at Howett Isaza Law Group, and John Jablonski, partner at Goldberg Segalla, are authors of
"Seven Steps for Legal Holds of ESI and Other Documents” (ARMA International 2009).
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Step 1 for Legal Holds: Trigger Events

Step 2 for Legal Holds: Analyze the Trigger Event
Step 3 for Legal Holds: Define the Scope.

Step 4 for Legal Holds: Implementation.

Legal Holds and Trigger Events blog by John Jablonski, and contributor John Isaza, is devoted to tracking cases,
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articles, commentary and trends involving legal holds and trigger events
Book Review: '7 Steps for Legal Holds'

The book "Seven Steps for Legal Holds of ESI and Other Documents” (Lenexa, Kan.: Arma International,
2009) contains an interview checklist for key players, as well as a checklist for IT considerations to help
organizations enforce the effectiveness of their litigation holds. It also contains key areas to search for ESI and
sample legal hold procedures.

The book "7 Steps for Legal Holds of ESI and Other Documents" (ARMA International 2009) contains an
interview checklist for key players, as well as a checklist for IT considerations to help organizations enforce the
effectiveness of their litigation holds. It also contains key areas to search for ESI and sample legal hold procedures.
The book can be purchased from ARMA Internation for special price of $67.00 until March 15; regular price for non-
members is $100.00.
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This is the sixth installment in a series of articles aimed at helping organizations
implement an effective written litigation hold. This article covers modification of the
legal hold.

State Business Taxes
Edited and co-authored

If new information comes to light during the enforcement process, the litigation
hold must be modified. Past cases and prominent commentators agree that a single,
one-time notice is not enough to meet the legal requirements of a litigation hold.
Case law requires the organization to enforce the effectiveness of their litigation
holds and to modify the hold if necessary to help preserve records related to the
trigger event.

CLICK HERE!

Image: Getty Images

WHY MODIFY THE SCOPE OF THE LEGAL HOLD

During the enforcement process it may become clear that the scope of records being maintained is too broad or too

narrow. Examples of scope changing events include where additional record custodians did not receive the original 1
hold notice, additional documents or ESI are requested by the opposing party, or new formats of electronic
documents or new data locations are found. Any one of these events could signal a need to modify the scope of the
litigation hold. The modified hold must be sent to all recipients of the original hold as well as those newly identified
custodians deemed relevant.

. Confusion Carries the Day in E-
Discovery

2. iHelp for Lawyers From CES and
Beyond

3. Social Networking Pitfalls for Judges,
The modification process is very easy to understand. It involves adding to the notice an expanding list of what is 9 9

) . - ’ . . ) Attorneys

included within the original hold. It can be expanded by adding categories of records, custodians, locations of

records, file locations, third parties with information, or data types. Anything that was not included in the original hold 4. Training Lawyers in Project
but now considered pertinent should be included. Management

This broadening process generally carries little risk. Failure to broaden the scope of a litigation hold when 5. How to Keep Sensitive Data Blacked

necessary, on the other hand, carries a huge risk. Out
Modification of a litigation hold can also include a necessary narrowing of the hold. Unlike broadening the scope,
narrowing it carries some inherent risk and should be implemented only under the guidance of legal counsel or with
the permission of an opposing party or through court order in a lawsuit.
E-Discovery

A narrowing can be accomplished through several means. Custodians can be released from their responsibilities to
preserve certain records or certain records can be released from the hold. Whenever custodians or records are
released from the hold, a new hold notice should be sent to all recipients of the original hold notice.

e ESI Culling: Trouble With Image Files

Office Gear
B.y and large, narrowing the scope of ? I|t|gat|<?n h.old can be the most S|gn|f|cant.way to reduce the costs of . « iHelp for Lawyers From CES and Beyond
discovery. The smaller the amount of information included and the fewer people involved, the smaller the economic

impact of the litigation hold. Networking & Storage

Whether you broaden or narrow the scope of a legal hold, maintain a log which keeps track of the modifications. It « Open Source Routers Are Worth Considering
should include a note or memorandum describing the change and the underlying rationale. The reasoning behind the
change may be necessary to defend the litigation hold modification.
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BUY-IN FROM POTENTIAL LITIGANTS AND COURTS

Because sanctions can carry high costs it may be appropriate to discuss any narrowing of the litigation hold with the
investigating agency or the opposing litigant before implementing the change. Opponent buy-in is key -- it pre-empts
the opponent from arguing that the organization destroyed relevant evidence.

No matter if the opponent agrees or not, it is advisable to go one step further by obtaining court approval for the
modification of scope. Federal courts encourage both parties to meet and determine the scope of records to
preserve, including ESI. Federal courts have the authority to dictate preservation orders even if the parties fail to
reach an agreement. The same principles apply to any further modification to the scope of preservation.

John Isaza, partner at Howett Isaza Law Group, and John Jablonski, partner at Goldberg Segalla, are authors of
"Seven Steps for Legal Holds of ESI and Other Documents” (ARMA International 2009).

::::RESOURCES::::

Step 1 for Legal Holds: Trigger Events Advertisement
Step 2 for Legal Holds: Analyze the Trigger Event

Step 3 for Legal Holds: Define the Scope.

Step 4 for Legal Holds: Implementation.

Step 5 for Legal Holds: Enforcement.

Legal Holds and Trigger Events blog by John Jablonski, and contributor John Isaza, is devoted to tracking cases,
articles, commentary and trends involving legal holds and trigger events

Book Review: '7 Steps for Legal Holds'

The book "7 Steps for Legal Holds of ESI and Other Documents" (ARMA International 2009) contains an
interview checklist for key players, as well as a checklist for IT considerations to help organizations enforce the
effectiveness of their litigation holds. It also contains key areas to search for ESI and sample legal hold procedures.
The book can be purchased from ARMA Internation for special price of $67.00 until March 15; regular price for non-
members is $100.00.
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This is the seventh installment in a series of articles aimed at helping organizations

implement an effective written litigation hold. This article covers monitoring and
removing the legal hold.

This step involves what to do with a litigation hold once it has been implemented,
enforced, examined, and modified (if necessary). Each step in developing and
implementing a legal hold is an important part of a defensible litigation hold process. advanced search features.

Despite the importance of monitoring and releasing a litigation hold, it is often the .
step that is overlooked by many organizations. At this point in the process the hard ve rd | Ctsea rc h .com

part of setting up the litigation hold is over and perhaps the team is moving on to the C"(k h

next litigation-hold fire or caught up in an e-discovery project. Perhaps there is a sigh of relief that the litigation hold
is in place and defensible. Now is not the time, however, to rest on prior accomplishments. The process is not over.

Try our NEW fast, easy-to-use,

Below are common tasks facing an organization during this final step, which includes monitoring, reminders,
tracking, new employees, departing employees, and releasing a hold. 1. Confusion Carries the Day in E-

Discovery
MONITORING
2. iHelp for Lawyers From CES and

For an organization that has more than one litigation hold in place it is important to set up some tool to monitor the Beyond
status of the hold, including a system of periodic reminders. The reminders will help the organization re-evaluate

3. Social Networking Pitfalls for Judges,
existing litigation holds for accuracy, scope, custodians, and the need for modification on a predetermined schedule, 9 9

Attorneys
such as quarterly. The most common form of tracking is a spreadsheet containing basic information about the hold. Y
Some organizations have purchased specialized software designed to track litigation holds or use readily available 4. Training Lawyers in Project
project management software to monitor legal holds. Whatever system is in place, the goal is to have the person or Management

team charged with management of litigation holds periodically look at the adequacy of existing litigation holds.

. . . . ) 5. How to Keep Sensitive Data Blacked
Further, if the trigger event has resolved, the litigation hold should be released (for example, if a lawsuit settled or the

Out
threat of anticipated litigation has abated).
REMINDERS
A number of court decisions have suggested that organizations send periodic reminders to custodians, reminding
them of their duty to preserve ESI and other documents. Anyone familiar with litigation in the United States is acutely E-Discovery
aware that years can pass between a trigger event and an actual lawsuit and between the initiation of a lawsuit and « ESI Culling: Trouble With Image Files
its final resolution. The purpose is to influence custodians at the moment in time when they are about to delete an
old file relating to a previous trigger. In organizations using periodic reminders, the custodian should be aware that Office Gear
the old file that she is about to delete must be preserved. It is reasonable for a custodian to think that it may be OK
to delete a file when she has not heard from the litigation hold team for years. e iHelp for Lawyers From CES and Beyond
TRACKING Networking & Storage
Organizations are fluid. People move around. People come and people go. The custodian list for a litigation hold e Open Source Routers Are Worth Considering

should reflect the up-to-date status of custodians. Do you have the current contact information for the custodian?
Have custodians left or moved to other parts of the organization since the last quarter? What has happened to the

http://www.law.com/jsp/lawtechnologynews/PubArticleLTN.jsp?id=1202445425984&Step__for_Legal_Holds_Monitor_and_Remove Page 1 of 3



http://www.law.com/

http://www.law.com/newswire/

http://www.lawjobs.com/

http://www.clecenter.com/

http://www.lawcatalog.com/default.cfm?affil=236722

http://www.law.com/service/site_map.shtml

http://www.law.com/jsp/law/advertiseOpp.jsp?site=lawtechnologynews

http://www.law.com/jsp/lawtechnologynews/index.jsp

http://www.law.com/jsp/lawtechnologynews/PubArticleLTN.jsp?id=1202445425984&Step__for_Legal_Holds_Monitor_and_Remove#

http://www.law.com/jsp/lawtechnologynews/PubArticleLTN.jsp?id=1202445425984&Step__for_Legal_Holds_Monitor_and_Remove#

http://www.law.com/jsp/lawtechnologynews/PubArticleLTN.jsp?id=1202445425984&Step__for_Legal_Holds_Monitor_and_Remove#

http://www.law.com/jsp/lawtechnologynews/index.jsp

http://www.law.com/jsp/lawtechnologynews/law_tech_now/index.jsp

http://www.law.com/jsp/lawtechnologynews/PubArticleLTN.jsp?id=1202436467199

http://www.ltnresourceguide.com/advertiser/selectComboCategoryAction.action?coming=first

http://www.law.com/jsp/lawtechnologynews/event_calendar.jsp

http://www.law.com/jsp/lawtechnologynews/editorial_guidelines.jsp

http://www.law.com/jsp/lawtechnologynews/advertise.jsp

https://www.sunbeltfs.com/forms/lt/subscribe.asp?eid=KWSSUB

http://www.law.com/jsp/lawtechnologynews/PubArticleFriendlyLTN.jsp?id=1202445425984

http://www.law.com/jsp/lawtechnologynews/PubArticleLTN.jsp?id=1202445425984&Step__for_Legal_Holds_Monitor_and_Remove#

http://www.law.com/jsp/lawtechnologynews/sendEmail.jsp?content=a&id=1202445425984

http://www.law.com/jsp/lawtechnologynews/PubArticleLTN.jsp?id=1202445425984&Step__for_Legal_Holds_Monitor_and_Remove#

http://www.law.com/jsp/lawtechnologynews/postComment.jsp?id=1202445425984

http://www.law.com/jsp/lawtechnologynews/readComments.jsp?id=1202445425984

http://www.law.com/jsp/lawtechnologynews/PubArticleLTN.jsp?id=1202445338949

http://www.law.com/jsp/lawtechnologynews/PubArticleLTN.jsp?id=1202444943804

http://ad.doubleclick.net/click;h=v8/3966/0/0/%2a/g;220602465;0-0;13;44534155;4307-300/250;34744557/34762435/1;;~sscs=%3fhttp://www.verdictsearch.com

http://www.law.com/jsp/lawtechnologynews/PubArticleLTN.jsp?id=1202446546213&Confusion_Carries_the_Day_in_EDiscovery

http://www.law.com/jsp/lawtechnologynews/PubArticleLTN.jsp?id=1202446435674&iHelp_for_Lawyers_From_CES_and_Beyond

http://www.law.com/jsp/lawtechnologynews/PubArticleLTN.jsp?id=1202446299127&Social_Networking_Pitfalls_for_Judges_Attorneys

http://www.law.com/jsp/lawtechnologynews/PubArticleLTN.jsp?id=1202446555171&Training_Lawyers_in_Project_Management

http://www.law.com/jsp/lawtechnologynews/PubArticleLTN.jsp?id=1202446452557&How_to_Keep_Sensitive_Data_Blacked_Out

http://www.law.com/jsp/lawtechnologynews/e_discovery.jsp

http://www.law.com/jsp/lawtechnologynews/PubArticleLTN.jsp?id=1202446391444&ESI_Culling_Trouble_With_Image_Files

http://www.law.com/jsp/lawtechnologynews/office_gear.jsp

http://www.law.com/jsp/lawtechnologynews/PubArticleLTN.jsp?id=1202446435674&iHelp_for_Lawyers_From_CES_and_Beyond

http://www.law.com/jsp/lawtechnologynews/networking_storage.jsp

http://www.law.com/jsp/lawtechnologynews/PubArticleLTN.jsp?id=1202443092669&Open_Source_Routers_Are_Worth_Considering

http://www.law.com/jsp/lawtechnologynews/index.jsp



Step 7 for Legal Holds: Monitor and Remove 3/23/10 10:04 AM

ESI of the moving or departing employee if it was being preserved in place? Advertisement

It is also important to track the status of the litigation hold. Has a new demand for ESI| come into the organization
requiring issuance of a modified litigation hold? Has the trigger event or subsequent lawsuit resolved? Can the
litigation hold be released?

NEW EMPLOYEES

As new employees start at the organization it is important to add them to any litigation holds that affect their job
responsibilities. Are they inheriting ESI and other documents that are subject to an existing litigation hold? Do their
job responsibilities bring them under the rubric of a trigger event or lawsuit that has an ongoing preservation
requirement? If the answer to these questions is yes, the litigation hold needs to be modified to add the new
employee, and a written litigation hold notice needs to be given to the new employee.

DEPARTING EMPLOYEES

At the other end of the spectrum are departing employees. What would happen if a custodian list is provided to a
court or an opponent and several key players are listed, but no longer with the organization? Are these departed
custodians holding ESI or other documents as indicated in your litigation hold notice or custodian list? Likely not, so
be sure that the litigation hold is updated to reflect the accurate status of custodians and their ESI and other
documents. If ESI and other documents are inherited from a departing employee, the new custodian should be
added to the litigation hold.

Advertisement

There are more specific steps that should be taken to protect litigation holds applicable to departing employees.
These steps were discussed in Legal Holds: Watch the Door (Law Technology News, Apr. 13, 2009), by John
Jablonski.

RELEASING HOLDS

Ending a legal hold (sometimes known as releasing, lifting, or removing the legal hold) is a valuable and necessary
last step in a defensible litigation hold process. Guideline 11 to the "Sedona Conference's Commentary on Legal
Holds" (2007) states: "The legal hold process should include provisions for release of the hold upon the termination
of the matter at issue." There are important benefits associated with bringing a legal hold to an effective and timely
end.

Releasing the hold allows the corporation to return to its normal record retention practices relating to the held ESI
and other documents. Expired ESI and other documents not subject to any other existing preservation duty can be
destroyed pursuant to the corporation's retention schedule. As the Supreme Court held in Arthur Andersen,
"Document retention policies,' which are created in part to keep certain information from getting into the hands of
others, including the Government, are common in business. It is, of course, not wrongful for a manager to instruct
[her] employees to comply with a valid document retention policy under ordinary circumstances." Arthur Andersen
v. United States, 544 U.S. 696, 704 (2005).

Another important benefit: the litigation hold can come off the compliance radar. Periodic reminders, modification,
tracking, and monitoring can stop; storage costs can stop. Closing down a large hosted data set can reap significant
savings.

Many organizations have a pool of ESI that is perpetually trapped by succeeding litigation holds. This cascading or
overlapping of legal holds happens when all or a portion of ESI held in one matter is also relevant to a subsequent
litigation hold. Expired ESI and documents that linger for years (in the hands of a corporation, its outside law firm, or
an e-discovery vendor) are just another pool of potentially relevant ESI available to discovery in future, unforeseen
litigation.

Timely release of legal holds can help organizations escape from the litigation hold purgatory. Although untested by
a reported case, the timely release of a litigation hold is an essential part of an organization's retention policy. It
demonstrates that the organization returns to its routine practice after its legal duty to preserve has been discharged.
If litigation is not threatened or anticipated, there is no duty to keep the released ESI.

Releasing the hold and proper destruction of expired ESI may also bring some relief under the "Safe Harbor" of the
Federal Rules of Civil Procedure's Rule 37(e). In Adams v. Dell, 621 F.Supp.2d 1173 (D. Utah 2009), the court held
that knowledge of industrywide litigation triggered the duty to preserve. See United States v. Koch Industries Inc.,
197 F.R.D. 463 (N.D. Okl. 1998) (deposition testimony from other cases and Congressional inquiry triggered a duty
to preserve). According to the court, defendant ASUSTek and other manufacturers were "sensitized" to potential
litigation between 1999 and 2000, specifically citing to a multibillion dollar settlement paid by Toshiba in 1999. As a
result, the court held ASUSTek should have been preserving evidence back in 1999 -- eight years prior to the
initiation of the lawsuit.

What if ASUSTek implements a legal hold in 1999 in response to the industrywide litigation? It rides out the storm
thankful that it was not dragged into litigation. ASUSTek releases its legal hold between 1999 and 2004, a period of
five years with no lawsuit, and destroys expired ESI pursuant to standard policy. Fast-forward to a 2005 threat to
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sue letter and the corporation issues a new litigation hold. This time, however, most of the ESI is long gone pursuant
to routine destruction. Arguably, ASUSTek's actions were reasonable. Its routine destruction took place when there
was no reason to anticipate litigation and no duty to preserve. Under this scenario the corporation should be safe.
Destruction took place years prior to the new trigger event.

Releasing holds is an important and necessary last step in a defensible legal hold business process. Do not forget it.

John Isaza, partner at Howett Isaza Law Group, and John Jablonski, partner at Goldberg Segalla, are authors of
"Seven Steps for Legal Holds of ESI and Other Documents” (ARMA International 2009).
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Step 2 for Legal Holds: Analyze the Trigger Event
Step 3 for Legal Holds: Define the Scope.

Step 4 for Legal Holds: Implementation.

Step 5 for Legal Holds: Enforcement.

Step 6 for Legal Holds: Modification.

Legal Holds and Trigger Events blog by John Jablonski, and contributor John Isaza, is devoted to tracking cases,
articles, commentary, and trends involving legal holds and trigger events

Book Review: '7 Steps for Legal Holds'

The book "7 Steps for Legal Holds of ESI and Other Documents"” (ARMA International 2009) contains an
interview checklist for key players, as well as a checklist for IT considerations to help organizations enforce the
effectiveness of their litigation holds. It also contains key areas to search for ESI and sample legal hold procedures.
The book can be purchased from ARMA Internation for special price of $67.00 until March 15; regular price for non-
members is $100.00.
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