The Sarbanes-Oxley Act:

Corporate America still finds SOX compliance requirements to be
burdensome, vague, and frustrating.

n 2002, the U.S. Congress passed

the Sarbanes-Oxley Act (SOX)

with the aim of preventing an

assortment of ills related to cor-

porate finance and reporting.
The legislation’s vehicles for accom-
plishing its goals were to be a series of
steps designed to ensure that publicly
traded corporations instituted adequate
financial controls, that they document-
ed those controls, and that they certi-
fied their accuracy. SOX enforced its
goals with a very big stick: personal lia-
bility and the possibility of criminal
penalties for corporate financial offi-
cers.

The Act, which sets only the highest
level and most general of requirements
but imposes the possibility of substan-
tial penalties for not complying with
them, was immediately criticized by
corporate America as being overbroad
and vague. Those who believed that the
gaps left by Congress would be filled in
by detailed regulations were disap-
pointed. Regulations adopted by the
Securities and Exchange Commission
(SEC) offered the same type of vague
requirements for an ill-defined but bur-
densome compliance process rather
than substantive guidance on exactly
what was to be done.

48 The Information Management Journal -

November/December 2007

John Montana, J.D.

Lack of Requirements Stymies
Compliance

For many corporate compliance per-
sonnel, and in particular for those charged
with documenting and recording compli-
ance processes, this became a frustrating
situation. Compliance regimes common-

This article

Describes the corporate confusion
surrounding SOX

Discusses subsequent SEC regula-
tions and interpretive guidance

Tells why the cost of compliance is
so high

ly impose recordkeeping requirements
— often quite detailed and stringent
ones. Though many find these require-
ments to be annoying and burdensome,
they do provide a measure of safety.
They provide a compliance framework
by describing the kinds of records that
must be kept, and, by extension, they
describe the kinds of processes about
which records must be kept and, there-
fore, about what processes must occur.
The end result is records that document

whatever it is that the regulators in
question have decided is important and
should be recorded.

From the outset, SOX and its regula-
tions were notably devoid of this sort of
detailed recordkeeping requirements.
The Act itself does not contain any
recordkeeping requirements or any
records retention periods, with the sole
exception of a requirement that account-
ants maintain audit work papers.

Implementing regulations were lit-
tle better. For example, they suggest that
corporations should maintain “eviden-
tial matter” demonstrating compliance.
But they do not specify exactly what evi-
dential matter might suffice or what
kind of information such matter might
contain. And, they do not provide any
meaningful standard as to what might
constitute an adequate level of substan-
tive compliance.

Consequently, many corporations
spent considerable amounts of time,
money, and other resources developing
SOX compliance manuals, processes for
documenting financial controls, and
assorted other activities — with little
assurance that what they were doing was
sufficient or on the mark. Eventually,
they settled into whatever pattern of
compliance and documentation they
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deemed best — generally an exhaustive
and intrusive self-audit process with
equally exhaustive documentation. They
put their faith in believing that subse-
quent amendments to the Act, its regula-
tions, or interpretive court cases would
shed light on the matter before they
wound up in court on the question.

SOX Changes

Although it has been five years
since SOX was passed, it is worth not-
ing several points before discussing
what effect the passage of time has had
onit:

First, the full implementation of
SOX was delayed two years, meaning
that SOX has been in full force and
effect only three years.

Second, legislation tends to be
around for a long time before its
defects are remedied, at least insofar as
they are remedied by amending the leg-
islation itself. Regardless of how bur-
densome businesses may perceive a law
to be, its effects must accumulate to the
point where a critical mass of the
affected community and the general
public actively seeks its change. In the
legislation business, five years is not a
long time at all.

Third, in the intervening years, a
number of high-profile events have
captured the attention of Congress,
corporations, and the public — the Iraq
war, a bitterly contested and divisive
presidential election, global warming,
trade issues, SEC attention to other
issues such as backdating of stock
options, and a highly partisan atmos-
phere and series of scandals in the
Congress itself — and diverted attention
away from SOX.

Consequently, the Act itself
remains un-amended. Thus, to the
extent that any criticism could be lev-
eled at its provisions five years ago,
those criticisms remain valid today.

SEC Regulation Revisions

As for the regulations, the SEC has
not promulgated any substantive new
SOX rules since March 2004. The rules
promulgated up to that time were the
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source of much corporate criticism
about vagueness, and subsequent rule-
making has consisted of fairly minor tin-
kering with small bits of existing rules.
Recent amendments have done little to
diminish the vagueness complaint. For
example, in the context of financial con-
trols, the SEC has adopted the following
definition of “significant deficiency” of a
financial control:

“A deficiency, or a combination of
deficiencies, in internal control over
financial reporting that is less severe than
a material weakness, yet important
enough to merit attention by those
responsible for oversight of a registrant’s
financial reporting.”

In explaining and defending the def-
inition, the SEC explains: “We believe the
definition appropriately emphasizes the
communication requirements between
management, the audit committee, and
independent auditors on those matters
that are important enough to merit
attention and will allow management to
use its judgment to determine the defi-
ciencies that need to be reported to the
audit committee and the independent
auditor”

The SEC did not explain, however,
how to determine when something is
important enough to “merit attention
by those responsible.”

A small handful of other such revi-
sions have occurred, such as the revi-
sion of rules on management reporting
on internal financial controls. The
SEC’s approach to compliance in this
document is noteworthy. Corporate
commentators complained of precisely
the vagueness that has plagued SOX
from the start — they were looking for,
and urged upon the SEC, substantive
interpretive guidance that would pro-
vide a safe harbor — a course of action
presumptive in accordance with the law.
The SEC explicitly rejected this
approach, stating that “[T]he sufficien-
cy of an evaluation will be determined
based on each issuer’s particular facts
and circumstances.”

SEC Interpretive Guidance

The SEC has also issued several
instances of what it styles “interpretive
guidance” wherein, without adopting a
rule or mandatory requirement, it
attempts to set forth a course of con-
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duct it deems reasonable, and which pre-
sumably constitutes a course of action
that complies with the requirements, such
as they are, of substantive regulations. An
example of this is the guidance at issue in
the rulemaking above. It at last defines, as
required by other guidance for several
years, the “evidential matter” needed to
support internal financial controls
reporting, as follows:

“As part of its evaluation of ICFR
[Internal Control over Financial
Reporting], management must maintain
reasonable support for its assessment.
Documentation of the design of the con-
trols management has placed in opera-
tion to adequately address the financial
reporting risks, including the entity-level
and other pervasive elements necessary
for effective ICFR, is an integral part of
the reasonable support. The form and
extent of the documentation will vary
depending on the size, nature, and com-
plexity of the company. It can take many
forms (for example, paper documents,
electronic, or other media). Also, the doc-
umentation can be presented in a num-
ber of ways (for example, policy manuals,
process models, flowcharts, job descrip-
tions, documents, internal memoran-
dums, forms, etc). The documentation
does not need to include all controls that
exist within a process that impacts finan-
cial reporting. Rather, the documentation
should be focused on those controls that
management concludes are adequate to
address the financial reporting risks.

In addition to providing support for
the assessment of ICFR, documentation
of the design of controls also supports
other objectives of an effective system of
internal control. For example, it serves as
evidence that controls within ICFR,
including changes to those controls have
been identified, are capable of being com-
municated to those responsible for their
performance, and are capable of being
monitored by the company”

This guidance is couched in terms of
a philosophy of giving corporations lati-
tude to develop methods of compliance
that are suitable to their own resources
and situation. In reality, many corpora-
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tions believe they are left with no real cer-
tainty as to what constitutes compliance
with SOX and what records might sup-
port that compliance. These corporations
must instead await the SEC’s rendering of
its judgment on their “particular facts and
circumstances” in an individual and
undoubtedly adversarial proceeding.
Thus, a common theme among the SOX
Act’s corporate commentators even today
is a demand for more detailed guidance
and rulemaking that would provide some
certainty.

Uncertainty’s High Price

It should be noted here that most
corporate commentators do not dispute
that SOX, and in particular its section
404 “Management's Report on Internal
Control over Financial Reporting,” are
beneficial. At least insofar as they are
willing to comment in a public forum,
most concede benefits of various kinds
in the financial controls and reporting
area. Most, however, also complain of
high costs. This is not surprising — the
lack of certainty necessitates overkill.
Corporations do not know where the

line is drawn and must, as a result, make
sure they are well past the spot where
they believe it to be.

This is also true in the area of
records and documentation, the “evi-
dential matter” of SOX terminology.
Because the SEC gives only the vaguest
of guidance as to what records it expects
to see, corporations have no choice but
to create exhaustive sets of documenta-
tion that in many cases are no doubt far
in excess of what the SEC actually
expects to see. The alternative is to face
the possibility of regulatory actions and
lawsuits, both highly intrusive and cost-
ly public relations fiascos, or worse, a
criminal prosecution; so, the choice is
an easy, if expensive one, to make.

However, it may be a misconception
to believe that the SEC views its fuzzy
approach to section 404 compliance as a
license to ignore or give short shrift to
the implementation and documentation
of financial controls. There has not been
a large volume of formal enforcement
action, but it is nonetheless there.
Notable respondents in SEC enforce-
ment actions for failures in this area
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include a case in 2005 against Robert
Guccione and Penthouse magazine (for
boosting its quarterly revenue by
improperly reporting a $1 million up-
front payment when the agreement
involving the money was actually signed
in a subsequent quarter) and a 2004 case
involving Cedric Kushner Promotions
(for filing a financial report with an offi-
cial date stamp that preceded the audi-
tors’ finalizing their reports).

Only Time Will Tell

So where does SOX stand? Funda-
mentally, it is in process. SOX is a young
law. So far, the SEC refuses to give much
in the way of hard rules of compliance,
but it continues to hold dialogues with
business leaders, the accounting indus-
try, and other interested parties.

Business, for its part, has effectively
absorbed or passed along the costs of SOX
as a cost of doing business. While many
complain about the cost of SOX, no one is
as yet unable to meet it. Congress may, at
some point, revisit the law, and SEC con-
versations with business may yet yield
more concrete guidance and rules. And

court cases, as yet largely confined to gar-
den variety accounting fraud and similar
matters, may yet yield substantive guid-

America must wait for this young law to
mature. Only then will it be known
whether SOX is a swan — or perhaps only

ance from the courts. In short, corporate an ugly duckling grown old. RI
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