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n May, a file containing the
names, birth dates, and
Social Security numbers of
26.5 million U.S. military
veterans and service mem-

bers was compromised when a com-
puter hard drive was stolen from the
Maryland home of a U.S.
Department of Veterans Affairs (VA)
data analyst.

As if the theft weren’t bad
enough, VA admitted that the analyst
improperly took the unencrypted
electronic data home against the
agency’s policies – and had been rou-
tinely doing so since 2003. The VA
has launched a full-scale investiga-
tion, and the Senate and House
Veterans’ Affairs Committees have
held hearings, but it may be too little,
too late for the veterans whose per-
sonally identifiable information was
exposed. Initial reports were that the
data included everyone discharged
from the military since 1975 and

some discharged earlier who had filed
a benefits claim. Subsequent reports
indicated that the data for as many as
1.1 million active-duty service mem-
bers, 430,000 National Guardsmen,
and 645,000 members of the
Reserves, may also have been
exposed. By most estimates, those
veterans will have to be vigilant for
decades to ensure they do not
become identity theft victims.

VA Secretary Jim Nicholson told
the House Veterans’ Affairs
Committee that fixing the massive
data breach could cost U.S. taxpayers
“way north of $100 million” and esti-
mated the final toll could be as much
as $500 million. At the hearing, law-
makers cited the fact that VA has
received an “F” grade in four of the
past five years on an annual cyberse-
curity review by the House
Government Reform Committee.
One insider warned that the agency
remains “at risk of denial-of-service
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attacks, disruption of mission-critical
systems, and unauthorized access to
sensitive data,” and added that VA has
failed to control and monitor employ-
ee access, restrict users to only need-
to-know data, and does not terminate
accounts in a timely fashion when
employees leave.

While there was no initial evi-
dence that the theft was anything but
random and, so far, no indication that
the data has been misused, the inci-
dent has illuminated a frightening
trend: Employees increasingly and
frequently take sensitive data out of
the office – authorized or not – via a
portable device such as a laptop,
memory stick, personal data assistant
(PDA), iPod, or smart phone.

But the VA is hardly alone in this.
Government agencies and corpora-
tions may have rules and policies, but
surveys show that more employees are
storing sensitive office data on their
mobile devices and/or transferring
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Americans Want More Data Security
The American public has little confidence in the security of the nation’s digital

infrastructure, and most want stronger data security laws.

According to a recent survey, only 18 percent of Americans – or fewer than one

in five – believe that existing laws are sufficient to protect them from fraud, identi-

ty theft, or other crimes on the Internet, according to the survey of 1,150 adults by

the Cyber Security Industry Alliance (CSIA).

Sixty-six percent of respondents said Congress should make protecting infor-

mation systems and networks a higher priority, and 71 percent thought Congress

should pass a strong data security law, similar to California’s SB 1386, which man-

dates that companies report breaches of personal data to consumers.

Of that group, 46 percent said they would have “serious”or “very serious”doubts

about political candidates who do not support quick action to improve existing

laws.

“While data security alone won’t be a deciding factor in an election, the survey

does reveal that voters have serious doubts about candidates opposed to strong

data security laws,”said Paul Kurtz, the CSIA’s executive director, in a statement.

“Consumers are beginning to understand the link between their privacy and data

security, and they are looking to their government leaders for action.”

A rash of high-profile data breaches – including the recent Department of

Veterans Affairs breach of 26.5 million veterans’ records – in the past 18 months

have compromised more than 55 million personal records, Kurtz said.

Congress has spent more than a year debating data security legislation without

taking action.There are currently eight identity theft, breach notification, and data

regulation bills pending in the Senate and House. Many hope the VA data theft

will force Congress to pass a comprehensive national data security law sooner

rather than later.

Kurtz said such legislation should set reasonable security measures, make notifi-

cation consistent and predictable, implement industry best practices, and

strengthen enforcement. It should also include a safe harbor provision that

encourages organizations to encrypt their stored data, said Liz Gasster, the CSIA’s

general counsel. She said the provision would protect the organizations from lia-

bility and remove their need to notify customers if they can prove they encrypted

their data.

The CSIA survey can be downloaded in PDF format from www.csialliance.org/

resources/publications/CSIA_Internet_Survey_May_2006.pdf.

J u l y /Augu s t  2006   • T he  I n f o rma t i o n  Managemen t  J ou r na l 21

such information electronically via
e-mail or the Internet. The problem is
that they are not always securing that
data, leaving it wide open to myriad
risks.

Scary Statistics
The ability to carry large

amounts of data in small but easily
lost or misplaced devices has trans-
formed the way millions work, but it
has also increased the risk that a for-
gotten laptop or lost smart phone
could fall into the wrong hands and
result in a major security breach.

Earlier this year, for example, a
laptop computer containing the
names and Social Security numbers
of 16,500 current and former MCI
Inc. employees was stolen from the
car of an MCI financial analyst in
Colorado. A Fidelity Investments lap-
top holding Social Security numbers
and other information on more than
196,000 current and former Hewlett-
Packard employees was taken from a
parking lot outside a Palo Alto, Calif.,
restaurant in March. In another case,
a former Morgan Stanley employee
sold a used BlackBerry on online auc-
tion site eBay with confidential infor-
mation still stored on the device. In
Chicago, 160,000 portable devices are
left in taxicabs every year, according
to a survey by Pointsec Mobile
Technologies, a security software
firm. Only 50 to 60 percent of those
are reunited with their owner,
according to the firm.

Experts say businesses are
increasingly putting themselves at
risk by allowing the unauthorized
and uncontrolled use of portable
storage devices. According to
Ruggero Contu, Gartner research
analyst, these devices can introduce
malicious code that can be detrimen-
tal to networks. In addition, high data
capacity and transfer rates and broad
platform support mean that a
Universal Serial Bus (USB) or
FireWire (IEEE 1394) device (pocket-
size hard drives, disk-based MP3
players, digital cameras with memory

media) has the capacity to quickly
download much valuable corporate
information, which easily can be
leaked to the outside world, he said.

According to recent studies com-
missioned by Symantec, 60 percent of
respondents store confidential busi-
ness or client data on their handheld
mobile devices and send or receive
e-mails that include such sensitive

information. The Symantec study
revealed that only 40 percent of those
surveyed worked at companies that
have corporate policies addressing
wireless security.

Pointsec Mobile Technologies and
SC Magazine’s 2005 Mobile Usage
Survey revealed that one-third of pro-
fessionals using mobile devices do not
use passwords or any other security
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protection, despite three out of 10
storing their PINs, passwords, and
other confidential information on
the devices. The survey of 73 IT man-
agers also found that almost 80 per-
cent of users do not encrypt the
information on their PDA or smart
phone even though they store sensi-
tive personal and corporate informa-
tion on the devices.

According to the survey, 81 per-
cent use PDAs and smart phones to
store business names and addresses,
45 percent to receive and view e-
mails, 27 percent to store corporate
information, and 14 percent to store
sensitive information about their
customers.

Costs and Risks 
In last year’s “Computer Security

Institute/Federal Bureau of Investi-
gation Computer Crime and Security
Survey,” nearly 50 percent of the 700
businesses, government agencies,
and universities surveyed reported a
laptop or mobile device theft in the
previous year, representing a total
financial loss of $4.1 million. But,

according to a recent study by
The Ponemon Institute, a data breach
can be much more expensive – cost-
ing a company $14 million when
both tangible and intangible costs are
considered.

That study examined costs
incurred by 14 companies in 11

industry sectors that had breaches
affecting between 1,500 and 900,000
consumer records – a total of 1.4 mil-
lion compromised records. The study
revealed that:

• Total costs to recover from a breach
averaged $14 million per company,
or $140 per lost customer record.

• Direct costs for incremental, out-
of-pocket, unbudgeted spending
averaged $5 million per company,
or $50 per lost customer for outside
legal counsel, mail notification let-
ters, calls to individual customers,
increased call center costs, and dis-
counted product offers.

• Indirect costs for lost employee
productivity averaged $1.5 million
per company, or $15 per customer
record.

• Opportunity costs covering loss of
existing customers and increased
difficulty in recruiting new cus-
tomers averaged $7.5 million per
company, or $75 per lost customer
record.

• Overall customer loss averaged 2.6

percent of all customers and
ranged as high as 11 percent.

But that is not all – a related
Ponemon survey revealed that, upon
receiving notice that their data had
been lost, 20 percent of respondents
said they had severed their relation-

ship with the company that lost their
data, and 40 percent were considering
doing so.

Security Solutions Lacking
Despite the very real risks, many

businesses do not seem to be taking
data security seriously. A 2006
Symantec Global Survey by The
Economist Intelligence Unit found
that businesses have been slow to
deploy mobile security even though
almost one in five businesses has
experienced financial loss due to
attacks via mobile data platforms.

While the survey revealed that 82
percent of businesses worldwide indi-
cated that they see the damage from
virus attacks as the same or greater on
a mobile network than on a fixed net-
work, only 26 percent have actually
assessed the security risks of smart
phones, compared with 81 percent of
enterprises conducting security
assessments for laptops. Despite the
proliferation of mobile device use in
the enterprise, only 9 percent of com-
panies have incorporated a compre-
hensive security architecture designed
to include mobile device access. Of
the rest, 10 percent of companies have
no measures for addressing mobile
security, 39 percent are granting
mobile devices access to corporate
networks on an ad hoc basis, while
another 39 percent are integrating
mobile devices into their existing
fixed network security architecture.

The Economist Intelligence Unit
surveyed more than 240 global com-
pany executives and found that 55
percent of Western European busi-
nesses have deployed security soft-
ware to protect mobile data, com-
pared to 44 percent in Asia-Pacific
and 36 percent in North America.

A recent survey by Centennial
Software showed that 91 percent of
businesses polled believe portable
storage devices pose a large security
risk to corporate and network
integrity. However, 66 percent of
businesses have yet to implement a
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Experts say businesses are
increasingly putting
themselves at risk by

allowing the unauthorized
and uncontrolled use of
portable storage devices.



J u l y /Augu s t  2006   • T he  I n f o rma t i o n  Managemen t  J ou r na l 23

solution to prevent the unauthorized
use of such devices on the corporate
network.

Safeguarding Sensitive Data
Considering all that is at stake,

what steps can government agencies,
businesses, and universities take today
to better protect their valuable infor-
mation? 

1. Hire a chief security officer (CSO).
According to “The Global State of

Information Security 2005,” a world-
wide study of 8,200 IT and security
executives by CIO and Pricewater-
houseCoopers, just 37 percent of
respondents said they had an infor-
mation security strategy. At compa-
nies with CSOs, however, that num-
ber is 62 percent. Companies with an
executive security function also
reported that their spending and
policies are more aligned with the
business and that a higher percentage
of their employees comply with
internal information security poli-
cies. Companies with a CSO also
measured and reviewed information
security policies more than those
without a security executive, and
they were far more likely to prioritize
information assets by risk level.
Companies with a security executive
have more resources, too. They aver-
aged more full-time employees and
higher budgets.

2. Ask security vendors to help.
Because it is not practical to ban

employees from taking work home or
using portable devices at and for work,
the best bet is to protect sensitive data.
According to The Washington Post,
security companies have devised ways
to install layers of password protection
and automatic locks on devices.
Wireless providers are developing
weapons to use against their own
products, like digital “bombs” that can
wipe out information from long dis-
tance so one misplaced device does
not result in corporate disaster. Sprint
Corp., for example, helps its business

customers protect information even
when a device is lost or stolen.
Information can be deleted by sending
a “kill” signal to a phone over the air.
If the device is turned off, however, the
signal will not work. Japanese cell
phone carrier NTT DoCoMo sells
models that include fingerprint scan-
ners to biometrically unlock phones.

3. Prioritize data-security efforts.
Andrew Jaquith, a senior analyst

at Yankee Group, told CIO Today that
it is not worth it to try to safeguard
everything. He said CIOs stand a bet-
ter chance of protecting information
if they prioritize data-security efforts.
CIOs should adopt a rationing
process for selected critical data, pro-
tecting the most important data.
Information that includes growth
forecasts, for example, might be more
critical for some companies than oth-
ers and, therefore, should be protected
accordingly.

4. Monitor data access.
Blocking access to certain data is

an ideal solution, but not a practical
one. According to Jaquith, without
access to certain company informa-
tion, employees cannot do their jobs
efficiently, if at all. But if companies
cannot control access, they should
monitor it. Because it is not possible
to lock down all their sensitive data,
companies should concentrate on
managing who is handling that infor-

mation. Gartner’s Contu suggests using
host-based intrusion prevention tools
to ensure employee compliance. The
system can be set to generate alerts
when portable devices connect to
a system. In this way, companies can
monitor user activity to ensure that
individual access procedures are
followed.

5. Install security software and encrypt
data.

Some businesses are installing soft-
ware on their networks to make it
impossible to download corporate
information to a portable device or
memory stick. If employees need to
download data, then they should ensure
it is encrypted before storing it on a
portable device.

6. Consider banning or restricting the
use of portable storage devices with cor-
porate PCs.

In a 2004 report, Gartner advised
companies to consider banning uncon-
trolled, privately owned portable storage
devices such as Apple’s iPod from cor-
porate personal computers because they
can spread viruses or steal critical corpo-
rate data. Such devices can bypass
perimeter defenses like firewalls and
introduce viruses onto company net-
works. If these small devices are lost or
misplaced, they can also expose propri-
etary corporate information. In addi-
tion, the report suggested adopting “per-
sonal firewalls to limit activity on USB

Because it is not possible
to lock down all their

sensitive data, companies
should concentrate on

managing who is handling
that information.



24 The  I n f o rma t i o n  Managemen t  J ou r na l   • J u l y /Augu s t  2006

ONTHE EDGE

ports,” investigating products that can
control ports selectively, and “consider
employing mobile data protection
products to encrypt corporate or sensi-
tive data.”

7. Implement policies and procedures
for securing data.

The best defense against breaches
is a carefully structured set of policies
and procedures that apply appropriate
security measures based on the value of
the data as well as on the potential risks
from internal and external sources,
according to CIO Today. IT managers
need to establish an acceptable use pol-
icy that outlines what devices can and
cannot be used in the work environ-
ment and select an appropriate appli-
cation for enforcement. Organizations
should strive to allow the legitimate use
of approved devices by authorized staff,
ensuring that business productivity is
not affected while actively guarding
against the removal of data by unau-
thorized parties.

8. Train employees.
According to a report by The

Arizona Republic, all Intel employees –
85 percent of whom use company lap-
tops – are required to participate in a
security awareness class, which Intel
updates annually. Intel also has a
broad-reaching policy that instructs
employees to encrypt data before put-
ting it onto a mobile device. If employ-
ees are a company’s front-line defense
in the battle to secure data, then train-
ing is their secret weapon. After all, it is
their responsibility to protect and
maintain sensitive information, so
they must be trained in how to do that
properly and effectively. Gartner’s
Contu says a security-conscious work-
force will be less likely to unwittingly
leak sensitive information, by misplac-
ing a storage device, for example.

Securing confidential informa-
tion is not easy or cheap, but the con-
sequences of not doing so can result
in litigation, public embarrassment,
federal investigation, and even the
loss of the business.

Nikki Swartz is a freelance writer based in Kansas City, Missouri, and former
Associate Editor of The Information Management Journal. She may be reached
at nikkiswartz@hotmail.com
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