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Fostering a Compliance
Culture: The Role
of The Sedona Guidelines

The guidelines offer a practical framework for organizations to reassess and amend
existing codes of conduct, training programs, and corporate policies and procedures
to create a culture of compliance

Thomas Y. Allman

anagement of elec-
tronic  information
and records must
reflect requirements
emanating from the
litigation process. This has become as
much an area of focus in compliance
efforts as accurate financial reporting,
avoidance of employee misconduct, and
antitrust matters. Anecdotal evidence
shows a strong upsurge in self-examina-
tion by all types of organizations in
order to meet the higher expectations.
Against this backdrop, the Sedona
Working Group has published The
Sedona  Guidelines: Best  Practice
Guidelines and ~ Commentary  for
Managing Information and Records in
the Electronic Age. The guidelines are
designed to promote effective
approaches to addressing the key issues
of electronic records management.

54  The Information Management Journal

Unlike the recent ANSI/ARMA or ISO
standard-setting efforts, The Sedona
Guidelines focuses on legal imperatives
that are driving the issue. Compliance
with these new requirements can best

This article

» identifies the new paradigm
emphasizing litigation integrity
over information management
judgment

> suggests that creating a culture of
compliance at all levels is essential

» outlines five steps from The
Sedona Guidelines to help create
that culture

» explains the proposed amend-
ments to the Federal Rules of
Civil Procedure
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be fostered by adopting the approach
underlying the five Sedona guidelines.

The New Expectations

The explosive growth in electronic
communications and related e-discovery
failures has energized courts to impose
their own priorities in the absence of
guidance from higher courts or legisla-
tures. These court decisions touch on
fundamental aspects of information
management previously thought to lie
solely in the realm of good business judg-
ment. For example, in Danis v. USN
Communications, a court fined a chief
executive officer for improperly delegat-
ing to others (who were deemed by the
court to be unqualified in records man-
agement) the responsibility for ensuring
that information in hard copy and elec-
tronic form was reliably made available
for future use. In In re Prudential Ins. Co.



of Amer. Sales Practices Litig., a court
imposed a records management system
after concluding that the “haphazard and
uncoordinated” treatment of records in
various sales offices threatened the litiga-
tion process. Misconduct in regard to
information handling has resulted in
severe criminal penalties for both entities
and individuals under federal law. In a
dramatic recent example, Arthur
Andersen’s conviction for destroying doc-
uments in the face of investigation was
affirmed despite the fact that participants
thought their own conduct was in com-
pliance with existing records retention
policies. Another recent example was a
prominent Wall Street trader’s conviction
(now on appeal) for endorsing a records
retention approach to cleaning up files
under inappropriate circumstances.

It is clear that this new emphasis on
strict compliance will not go away. It
reflects what the court in Rambus v.
Infineon Technologies called “the societal
need to assure the integrity of the process
by which litigation is conducted.”
Further, Zubulake V cautioned that those
that ignore this new paradigm “act at
their own peril.” (Editor’s note: See the
January/February 2005 issue of The
Information Management Journal for
articles on the Zubulake decisions.)
Congress has confirmed the shift’s last-
ing nature by increasing fines and penal-
ties for obstruction of justice as part of
The Sarbanes-Oxley Act of 2002.

Necessity for a Culture of
Compliance

Effective detection and prevention of
law or ethics violations require publiciz-
ing the values and imperatives deemed
important by an entity’s leadership. Most
corporations have promulgated codes of
conduct and provide training in the
entity’s significant values. Nonetheless,
recent corporate governance lapses led
many to conclude that more effort must
be devoted to involving all entity levels in
such training. The U.S. Federal
Sentencing Guidelines now explicitly
require promoting an “organizational
culture” that “encourages ethical conduct

and a commitment to compliance with
the law” Most corporations also under-
stand that core values must include an
effective information and records man-
agement program that meets all legal
requirements, including those of the liti-
gation process. Senior executives, chief

Effective
detection and
prevention of
law or ethics

violations
require
publicizing the
values and
imperatives
deemed
important by
an entity’s
leadership.

compliance officers, audit committees,
and general counsels should therefore
reassess and amend existing codes of con-
duct, training programs, and corporate
policies and procedures to reflect the new
emphasis. The Sedona Guidelines offers a
practical framework for this reappraisal.

Guideline One: Adopt a Practical
and Reasonable Approach

The key to the effort is a “reasonable”
approach to managing electronic infor-
mation. Structured information involved
in non-desktop applications, such as
databases, Web sites, and the like require
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active management, although their
dynamic nature makes this no easy task.
An inventory and assessment of each
application’s characteristics and uses
should be promptly undertaken with an
emphasis on identifying the predictable
role each plays in business and litigation
contexts. However, it is the unstructured
or user-managed desktop applications —
those involved in creation and manage-
ment of e-mail, documents, shared
spaces, and similar data types — that
demand special attention. Practical solu-
tions that balance competing considera-
tions can best be achieved by calling on
the collective wisdom of ad hoc or stand-
ing committees formed with representa-
tives of information technology, busi-
ness units, records management, and
legal, along with tax, audit, finance,
human resources, and other functional
groups operating within the financial
constraints imposed by the entity’s
nature and mission. The legal depart-
ment should provide leadership and
guidance in this effort with strong man-
agement support. One suggestion is for
the top executive to issue a specific
charge providing specific deadlines and
designating authority to undertake nec-
essary steps to all affected units.

Guideline Two: Carefully Assess
Retention Requirements
Traditionally, records schedules iden-
tified information life cycles without
regard to litigation process demands. It
was assumed that the only relevant legal
obligations were those arising from stat-
ic recordkeeping requirements imposed
by tax codes, environmental laws, or reg-
ulations. This is no longer true (if it ever
was). While these pronouncements and
ongoing business needs are certainly key
factors, all such considerations must
yield to information’s role in litigation
processes. Thus, in Stevenson v. Union
Pacific, the United States Court of
Appeals for the Eighth Circuit ques-
tioned the practice of adhering to an
established retention approach without
considering the impact of future litiga-
tion that might arise from the incidents
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involved. In a parallel development, sec-
tion 802 of the Sarbanes-Oxley Act
imposes criminal sanctions on those
who act to destroy information “in con-
templation” of any investigation, regard-
less of records schedule requirements for
that item.

This concern can be met by adopting
arobust “legal hold” process as discussed
in guideline five. New approaches to
records scheduling involving assessment
of both litigation and business needs
may also be helpful. One such approach
could be to reduce drastically the num-
ber of categories involved in schedules,
especially if pre-classification of elec-
tronic information is involved, and to
energize the annual or other periodic
review process to integrate legal con-
cerns, practical issues, and the existing
legal holds process. For example, a func-
tional rather than departmental
approach could be used for schedule
development with broader categories of
similar records series rather than nar-
rower groupings. In addition, careful
attention should be paid to clarifying the
actual purposes of business continuation
or disaster recovery plans so as to avoid
giving users or courts the impression
that such systems are intended to serve
as an ad hoc storage for active data.
Without such clarification, it may be
necessary to routinely make these collec-
tions of information available for pro-
duction.

Guideline Three: Deal with the
Overwhelming Volume of
Electronic Communications
Sedona’s guideline three states, “An
organization need not retain all elec-
tronic information ever generated or
received,” thereby emphasizing that,
under appropriate circumstances, it is
perfectly acceptable to destroy electronic
information. The test should be whether
there is any continuing value or need to
retain it. Transient electronic informa-
tion without long-term value should be
removed promptly while business-criti-
cal information should be retained - all
within a framework of compliance with
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existing litigation imperatives. There are
constraints, of course. In Rambus, the
court criticized adoption of a records
management program intended to pre-
vent information from being available
to people the entity planned to sue.
However, in Arthur Andersen, the court

There is no need,
absent an express
requirement
imposed by law,
regulation, or a
specific court order
in pending
litigation, to
preserve metadata
when information
is migrated
from one form
to another.

of appeals noted that information
destruction necessarily includes denying
its future use in unknown litigation but
that there is “nothing improper about
following a document retention policy
when there is no threat of an official
investigation.” Excessive storage costs,
increased review costs, and possible
interference with efforts to locate infor-
mation that is needed for regulators or
the courts could reasonably prompt
such an approach.

For example, programs that routinely
delete information as part of a manage-
ment approach are lawful. Due consid-
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eration must be given to providing
practical alternatives for storing infor-
mation that does not meet the deletion
criteria, such as information that relates
to work in progress or is otherwise
deemed to have continuing value.
Automatic and routine deletion of
e-mail may well be accompanied by
opportunities to move e-mail to other
storage media. A company with a uni-
fied message system that converts voice
messages into digital formats may man-
date retention of only one of the for-
mats. There is no need, absent an
express requirement imposed by law,
regulation, or a specific court order in
pending litigation, to preserve metada-
ta when information is migrated from
one form to another. (Whether metada-
ta must be routinely produced in litiga-
tion is an open question, although most
parties seeking and using e-mail have
no need for the literally dozens of meta-
data fields provided. The proposed
amendment to Federal Rule of Civil
Procedure 34 would require, as a
default, production of electronic infor-
mation in either an electronically
searchable mode or as maintained. This
would have implications for the
method selected to archive e-mail for
long-term record purposes.)

Guideline Four: Make Effective
Use of Technology

Just as technology has helped to cre-
ate the new requirements, it may also
assist in their solution. Sedona’s guide-
line four describes procedures that can
help address practical issues surround-
ing identification, retention, retrieval,
and disposition of electronic informa-
tion and records. Currently, most enti-
ties appear to rely upon a “print and
file” approach requiring users to select
electronic communications that should
be preserved as records. Compliance
with this approach is apparently spotty,
at best. For example, in United States v.
Philip Morris, a court exhibited frustra-
tion that the existing print and file doc-
ument retention policy — which would
have preserved a copy of missing infor-
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mation — had not been followed and
levied a fine of $2.7 million for deletion
of e-mail by executives despite notice of
the need to preserve.

Archiving solutions are now widely
available for electronic information, in
large part due to regulations by the
Securities and Exchange Commission
and others that necessitated the develop-
ment of creative retention methods.
These can include fully automated tools
or user-managed pre-classification or
“drag and drop” opportunities. Some
entities are using a “prioritization”
archiving approach whereby a limited
percentage of users are entitled (or
required) to place their e-mail in a digi-
tal archive. Any solution adopted should
provide quick, accurate, and effective
search and retrieval capabilities.
Individuals should still weed out tran-
sient, duplicative, personal, and other
non-business-critical information and,
of course, there must be adequate proce-
dural and technical safeguards to pre-
serve information subject to legal holds.
Choosing appropriate e-mail archiving
and automated processes will necessari-
ly be at the heart of the interdisciplinary
working group or oversight committee
charged with assessing policy choices.

Guideline Five: Enhance Your
Litigation Hold Process

Most organizations now understand
the need to implement an adequate legal
hold process. Generally speaking, a legal
hold consists of practices and proce-
dures, usually managed by the legal or
tax department, which suspend deletion
or destruction of electronic and other
forms of information. Legal holds also
lay the groundwork for identification
and collection of such information.
Zubulake Vincludes the need for counsel
to assess the effectiveness of current legal
hold processes. Sedona guideline five
provides a detailed outline of considera-
tions, not only for litigation purposes,
but in anticipation of such “business-
related scenarios” as mergers or acquisi-
tions, technology reviews, and bankrupt-
cy where information sources for future
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use can be crucial.

The need to review existing practices
is particularly important with regard to
legal holds. Courts have never accepted
“willful blindness” in advance of litiga-
tion, as evidenced in Wiginton v. C.B.
Richard Ellis. Moreover, it is now abun-

One key proposal
with implications
for records retention
acknowledges
that inaccessible
electronic
information
is burdensome
to preserve and
produce and would
require a prior
showing of
“good cause”...

dantly clear that some courts and juries
are unwilling to accept such blindness
no matter why it occurs. The need to
extend the culture of compliance to
include all individuals, regardless of
their level, may require compliance
training with increased emphasis on
records management and preservation,
annual certifications of understanding
relating to preservation requirements,
and, in some cases, use of automatic
preservation options.

The review of existing practices
should focus on legal hold process ele-
ments. It should start with developing
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an integrated litigation response plan
identifying a subset of functions and per-
sonnel responsible for playing roles in
implementation. The legal department
cannot do it alone.

Any process adopted should include a
reasonable assessment of all possible
sources of discoverable information and
should prescribe a checklist of possible
steps to make sure that information is
available for future discovery, whether or
not it has explicitly been requested. The
focus should be on clear communica-
tions to the key actors who may control
the information. This must include all
forms of electronic information. It is
unreasonable to require that every con-
ceivable step be taken in every case to
preserve all potentially relevant evidence.
A more nuanced approach is to tailor the
response on a sliding scale that weighs
the burden of accessing and preserving
the information against the likelihood
that its other sources will be captured as
part of the legal hold process.

There are clear signs that thought
leaders among the judiciary understand
this sliding scale approach. For example,
in Zubulake IV, in the context of a dis-
cussion of backup media, Judge Shira
Scheindlin explained her view that
preservation of all backup tapes not used
as archives was unnecessary unless key
actor e-mail captured on the tapes was
not otherwise available. Indeed, the
Federal Rules Advisory Committee’s
recent proposals regarding production of
inaccessible information, including a
limited and highly restrictive “safe har-
bor” from sanctions under some circum-
stances, can be seen as an endorsement of
such an approach.

The Proposed Federal Rule
Amendments

Many issues that form the underlying
basis for the current requirements are
under review. Since 1999, the Federal
Rules Advisory Committee, the body that
the Supreme Court’s Judicial Conference
charges with rule-making oversight, has
monitored electronic discovery in the
federal courts with an eye toward assess-



ing the need for distinctive amendments
on the topic. After a series of national
hearings and consideration of practi-
tioners comments, the Standing
Committee of the Judicial Conference
published for comment a report making
10 specific proposals. The proposals
cover a wide variety of issues involved in
discovery of electronic information and
are based on the assumptions that viable
information and records retention poli-
cies, including robust legal holds, have
been or will be widely adopted. Hearings
were held in January and February of
2005 at locations across the United
States, and written comments were
accepted through February 15.

One key proposal with implications
for records retention acknowledges that
inaccessible electronic information is
burdensome to preserve and produce
and would require a prior showing of
“good cause” before production could be
required. The committee cites as exam-
ples backup media not actually used
for archival purposes, deleted informa-
tion whose remnants may still exist on
hard drives, legacy data not easily acces-
sible due to storage or hardware issues,
and the like. This distinction would help
simplify planning for compliance
because, by and large, inaccessible infor-
mation would not be required to be pre-
served without a court order or special
circumstances.

A related committee proposal would
limit a court’s power to issue sanctions
for failure to preserve or produce infor-
mation lost due to routine operation of
business systems. As originally proposed,
the safe harbor was intended to provide a
“bright line” test based on the business
systems’ nature and satisfaction of a
good faith requirement. However, even
in its more limited current form as pro-
posed, it would provide significant assis-
tance by signaling the types of consider-
ations involved in assessing compliance
with preservation obligations. On bal-
ance, the proposals could help bring sta-
bility to the process of incorporating liti-
gation concerns into information and
records management. Rl
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